pandasecurity.com

The Panda Security

Sales Playbook
Panda Security has shifted away from traditional antivirus software
towards the development of advanced cybersecurity services based
on cybercrime prevention technologies.
Our corporate solutions offer an advanced, dynamic, ever-evolving
cyber-security model based on the principles of Artificial Intelligence
and Big Data.
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Solutions for Companies

EDR Advanced
Protection Solutions.

Management, Remote
Monitoring & Protection.

Anti-malware
Protection Solutions.

The only Endpoint Detection and Response (EDR)
solution capable of accurately classifying all the
running applications on all network endpoints.

Remotely protect, manage and support all devices in
your IT infrastructure, from workstations and servers
to mobile and network devices.

Centrally protects all workstations and servers,
including Windows, Mac, Linux, Android devices and
Exchange Servers.

Adaptive Defense is compatible with traditional
antivirus solutions, so it can coexist with your
existing company’s protection.

The global solution to manage IT and Security:
Security, Management and Support in a single
cloud-based platform.

Includes anti-malware, personal firewall/HIPS, device
control, email antivirus/anti-spam/content filter, web
monitoring and filtering.

more

more

more

Perimeter Protection.
The first cybersecurity solution to combine next
generation Endpoint Protection (EPP) and detection
& response (EDR) technologies, with the ability to
classify 100% of running processes.
Providing dynamic anti-exploit technology and
automated remediation capabilities against
zero-day attacks, live threats, lateral movements
and advanced malware like Ransomware.
more

Seamlessly manages, monitors and allows remote
support of all your organizations devices, whether
they are in the office or remotely.
Inventory, monitoring, management, remote
support, reporting, software deployment and patch
management.
Thanks to the pre-configured settings, the learning
curve is practically non-existent.
more

Multi-layer protection for your company’s email,
including anti-malware, anti-spam, content filtering
and service continuity. Thanks to its advanced
cloud-based technologies, it does not require any
additional infrastructure.
more
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Let’s do something big together
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Key Benefits.
Advanced cyber-security services based on an industry-recognized
state-of-the-art security model, capable of detecting advanced threats.

Custom-tailored value proposition but covers all protection layers
and several different platforms both physical and virtual.

Cloud delivery: No need for infrastructure, remote and management
anytime/anywhere, always-updated lightweight agents.

Total visibility and control through integrated security and systems
management platforms.

For the Small & Medium Business.

For the Enterprise.

Eliminate the feeling of insecurity (financial hit, loss of reputation,
business downtime) of cyber attacks and advanced threats like
Ransomware by implementing Adaptive Defense technology.

Enterprises require total control and visibility of threats and potential
exposure time. Our technology allows full forensics of any given attack,
including file access and network connections leading to data leakage.

Simplify incident resolution: adopt services rather than products requiring
team resources and hidden costs.

Automatic remediation allows IT Departments to free up time spent
chasing malware response and focus on strategic initiatives.

Minimal footprint with lightweight agents and intuitive management
panels and dashboards.

Aggregate comprehensive data on everyday application usage data
(vendors, execution patterns, geolocation of accessed servers, bandwidth,
accessed files) in a SIEM environment, provided by Panda or 3rd party integrated.

Discover and automatically solve vulnerabilities and IT issues in installed
and running programs and systems.

Additional layer of next-gen cyber-security that can sit alongside any
antivirus security solution, infrastructure-free.

pandasecurity.com

Sales Pitch

Awareness and solving questions

1. Engaging in an advanced
cyber-security conversation.
Ransomware is becoming a major concern for many
of our customers worried about advanced threats.
Are there any initiatives your company is working on
to mitigate this type of threat?
We are finding that although an antivirus is a
necessary security layer, traditional antivirus alone
cannot keep up with the proliferating advanced
threats. We recommend an EDR (Endpoint Detection
and Response) to complement existing antivirus
solutions (Adaptive Defense) or an integrated antimalware + EDR suite (Adaptive Defense 360) to fully
control attacks on your environment.
How would you rate the resource impact of your
current endpoint protection solution?
And the usability of its management platform?
Panda’s solutions are based on a single-agent and
single-management platform approach, delivering
next-gen protection and visibility with negligible added
footprint (+3% global system resource usage), while
our Services are infrastructure-free, totally scalable
and can be accessed anytime, from anywhere.
What platforms are you using?
Are you running a mixed environment?
Our endpoint security solutions cover Windows,
MacOS, Linux and Android platforms, along with
a dedicated Microsoft Exchange module with
centralized reporting and management through a
single pane of glass.

Solutions | Partner Program | Sales Pitch | Contact

Our Remote, Monitoring and Management platform
additionally covers iOS, ESXi hypervisors and even
SNMP-enabled network devices.
Globally, how effective has your current endpoint
antivirus solution been?
Panda’s cyber-security security model has just
scored 100% malware disinfection with zero
false positives in the latest AV Comparatives
Real World Protection Test (February 2017), while
being consistently recognized by Gartner as the
first advanced cybersecurity service to combine
next-gen endpoint protection (EP) and detection/
remediation (EDR) technologies.

2. Potential customer pains
& Panda’s value proposition.
“Viruses and malware are still getting into my
network even with updated top-brand security
products deployed.”
Endpoint anti-malware and other security layers
based on traditional signature-based antivirus
approaches are not enough. The constant monitoring
and control over 100% of all running applications
provided by Adaptive Defense is required to
proactively deal with advanced threats.
“I don’t have additional resources to manage other
security solutions or layers”
Adaptive Defense can sit alongside your existing
antivirus solution to complement it.

Our 360 version can fully replace it with a single
agent and single console architecture that
integrates anti-malware endpoint protection and
EDR capabilities.
Zero-infrastructure ensures there will be no hidden
costs and if specific IT Management areas are a
concern, our Remote Monitoring and Management
platform will certainly provide additional value.
“My current solution is effective, but it’s not the
easiest to manage and/or lightest”
Leverage Cloud Security and Cloud management
delivery with Panda. No need for management
infrastructure, pay for what you need, alwaysavailable platform.
A Big Data-based protection model which is always
updated and does not requiring local resources to
operate.

3. Offering a product demo,
trial or PoC.
• A 40-minute demo will illustrate our protection
model and how we deliver across our solutions and
Services.
• Full-featured trials can be provisioned for 30 days,
to run alongside existing endpoint solutions or
to replace them for Proof of Concept purposes
(deploying a lightweight MSI agent package is all
that is required).
• Trial licenses are equally available for perimeter
protection solutions.
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Reinventing
Cybersecurity.
Technical Support.

Xcel Sales Team.
Toll-Free:

1.866.748.2157

1.877.612.8030

corporatesupport@us.pandasecurity.com

sales@xcelsource.com

Live chat with an engineer through
your partner PandaNews portal.
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FAQs

Questions and Answers

What is (EDR) Endpoint Detection and Response?
“Endpoint detection and response tools enable an organization to achieve
comprehensive endpoint visibility, improve its ability to detect malicious
activities and simplify security incident response.” Gartner, 2016
How does Panda Adaptive Defense technology compare to other EDR solutions?
Approximately 98% of the competitors in the EDR market space are focused
on the Fortune 1000 market. These solutions typically require pricey capital
expenditures and sophisticated security response teams to manage complex
systems, while not always built on a solid and complete endpoint protection
foundation.
Panda Security offers a solution that’s targeted from SMBs to large companies
that are looking for a cost effective, easy to implement and is effective at
stopping malware attacks and advanced threats by providing a malware
classification. This 100% cloud-based service constantly monitors all
executables, profiling them as goodware, malware or submitting any unknown
files to the cloud for classification, either by automatic means or through expert
review.
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How do to arrange for a demo or trial.
Demos – Send your Regional Channel Manager/Territory Manager a request
for a demo. Include complete end user information and a few tentative days/
times. The Regional Channel Manager/Territory Manager will set up a remote
conference with a sales engineer who will conduct a live demo.
Partners can autonomously provision 30-day product trials for new and existing
customers using Partner Center, with complete control of the implementation –
including reporting and Single-Sign-on capabilities.
What is the difference between traditional antivirus solutions and an EDR
solution?
“I’m already running antivirus software on my systems, why would I need anything
else?”
• Traditional Antivirus blocks only “known” malware, not zero-day threats and
advanced malware attacks
• There are 200,000+ new malware samples each day – Traditional Antivirus
cannot keep up with profiling sheer volume on new malware threats
• Trusted Applications known as Goodware (Chrome, Microsoft Word) can be
hijacked with malware payload, bypassing traditional antivirus solutions
• Malware can be designed to behave differently when tested in virtual
(sandboxing) environments
• Traditional antivirus will not thoroughly report on the actions of unknown
malware during its exposure time in the network
• File-less attacks can enable malware without actually running an executable
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Questions and Answers

“My existing antivirus solution has the capability to have an anti-ransomware,
anti-exploit etc. module added to control ransomware, exploits and other malware
threats, why would I need anything else?”
An (EDR) Endpoint Detection and Response solution like Panda Adaptive
Defense technology has the capabilities to monitor 100% of all executables and
processes to identify both known and unknown malware threats, while antivirus
solutions with anti-ransomware, anti-exploit “plug-ins” are essentially looking for
known and profiled variations of ransomware, exploit and malware strategies.

What are the real advantages of a Cloud vs. On-premise solution?
Benefits of the Cloud-based Model:
• No need for infrastructure.
• Pay only for what you need
• Remote management from anywhere
Benefits of Cloud-based Security:
• Maximum protection: always updated
• Lightest footprint on the system
• Easy management from anywhere in the world

“My anti-ransomware solution has the capability to do shadow backups, so I will
be able to completely restore my files should I get hit by ransomware attacks”
Solutions that have “file restore” or “rollback” capabilities are extremely resource
intensive, which means that endpoints will experience significant slowdowns.
These solutions are, in essence, “reactive”. Therefore, if you have to “restore” or
“rollback” files that were encrypted/hijacked by ransomware.
Adaptive Defense/Adaptive Defense 360 is a proactive solution that monitors
100% of all processes and executables and will profile the files as goodware,
malware or will classify them in the cloud, attesting to the safety of a file or
stopping a new/unknown malware threat. Adaptive Defense is proactively
protecting users and freeing IT departments from reacting to malware attacks.
Who buys Adaptive Defense/Adaptive Defense 360:
• SMB to Large companies who want a proactive solution against Ransomware
and advanced malware threats
• Companies who have been already hit by Ransomware
• IT Departments want to free up time spent chasing malware response issues
to focus on strategic initiatives
• IT Executives that are worried about the looming threat of getting hit by
Ransomware (financial hit, loss of reputation, business downtime)
• Many SMBs lack sophisticated security incident response teams to combat
malware issue and want a simplified solution
• Companies that require more control of malware and total visibility of the
malware lifecycle
• IT Departments who wish to aggregate endpoint lifecycle data within their
SIEM (System Information and Event Management) solution.

Deal Registration (Extra 5% margin)
What do I do if I need to register a deal and when do I submit a deal registration?
• ASAP as soon as you have learned about the opportunity
• Channel Partner submits a Deal Registration form via PartnerNews Portal, an
email form
In the case of the email form, the Channel Manager will send the form to
marketing@us.pandasecurity.com
Rules of Engagement for Deal Registration:
•
•
•
•

Opportunities must be “net new” business to Panda Security
Minimum quantity 10 licenses or more
Under 500 seats – 60 day deal registration
Over 500 seats – 90 day deal registration
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